lpakTnyeckumn onbIT

LlenTp CuCTEeMHBIN
UndopMaLmMoHHON | VHTerpatop BHe,D,pevHVISI I':‘pO,D,yKTOB M”
EEIEnRCHEeTE Poccun peweHnn AO “UHdoTeKC

@ www.secret-net.ru Q +7 (3852) 200-460 )X{ info@secret-net.ru



LLEHTP )
UH®OPMALIMOHHOM
BE3OMACHOCTU

Ha 3awmTte Bawen UT-uHPppacTpyKTyphl yKe 6onee

@@ 13 ner
royo

LleHTp mHdopMaLroHHOM 6e30MacHOCTM - CUCTEMHBIA MHTErpaTop C KOMMeTeHUMAMK B 061acTm
MHGOPMaLMOHHOW 6e30MacHOCTU.

Mbl Mpeanaraem LWMPoKMM CNeKTP YCAyr Mo pa3paboTke 1 BHeAPEHWIO KOMMNEKCHbIX peLleHu ana
KOPNOPaTMBHBIX 3aKa34MKOB, FOCYAAPCTBEHHDBIX CTPYKTYP, 06pasoBare ibHbIX YYperHaeHA, MpeanpuUATUiA
chepbl 34paBooxpaHeHns, TENEKOMMYHMKALIMOHHBLIX M TPAHCMOPTHBLIX KOMMAHKIA.

Mbl pellaeM nbsie 3agayv B coepe IT, 0T Co34aHMA MHKEHEPHBIX CUCTEM 40 aBToMaTM3aumm NpoM3BOACTB U
BM3HEC-NPOLECCOoB, BKOYAA NOArOTOBKY TEXHWYECKOM M OpraHM3auUyoHHOM JOKYMEeHTaLMM.

bnarogapa HakoMAeHHOMY 3a 3TV rodbl OMbITY M KOMMETEHLIMAM KOMMaHWA 3aBOeBania penyraumio
HadeXHOro NoCTaBLUMKA YC/IYT, KOTOPOMY A0BEPAI0T KOMMaHUK M FOCY4apCTBEHHLIE YUPEeHOeHWA Mo BCen
Poccun.




Yenyru

LenTpa

MHOPMALMOHHON  ——
6esonacHocTH

3awmuta MHdopMaLum
UH)XeHepHble cUCTeMbl
NoctaBsku obopyaosanHua u NO
KoHcanTUHr U ayTCOpCUHIr

3awura uHpopMaLmm

be3zonacHoctb OKMW, 3awmTa KoHdMaeHUWanLHOH
MHPOpMaLMK, 3alimMTa rocy4apCTBEHHOW TalHbI

UHXKeHepHbIe CUCTEMbI

MpoeKTUpoBaHWe 1 NOCTPOEHUE UHMKEHEPHBIX CUCTEM
(3nekTpudPUKaUmA 30aHWR, CETU Nepeaadn AaHHbIX,
dur3mnHeckan 6e30nacHOCTb 34aHNIA, OXpaHa NepMMeTpa)

NoctaBku obopynosanua u MO

[NlocTaBKa KOMMbLIOTEPHOM U OPUCHOMN TEXHMKN,
cepTMdMLUMPOBAHHLIX CPeaCcTB 3almThl MHbopMaLmu, M0,
CETEeBOro, KOMMYTaLMOHHOrO 060pyaoBaHWA, CUCTEM
XpaHeHMsa OaHHbIX

KoHcanTHHr m ayTcopcHMHr

ObcnyxurBaHWe 1 CoONPoBOXAEHME CeTer nepenaydu
OaHHbIX, TEXHUYECKWIA ayauT, TEXHUYECKaA nogaepka n
conposoxaeHne C3U, ayaut no Ub, agMUHUCTpMpoBaHue
NBC




Hawa komnaHua B umdppax

[aHHble akTyanbHbl Ha aBryct 2023 roga

2000+

AtTecTaToB
cooTBeTCTBUA

14+

JNeT Ha pbIHKe

BblgaHHbIX HA COOTBETCTBUE

Bornee 14 net onbiTa Ha
TpeboBaHMAM No 3aLumTe

pbIHKE MHPOPMaLMOHHOW
rocyJapCTBEHHON TalHbI U

©e3onacHocTu

3awmre nHopmaLmm

380+

CoTpyaHuKoB

Ha pgaHHbIN MOMEHT B
KomnaHuu paboTtatoT 81
COTPYOHUK
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% Haww komneteHuun no npoaykram AO

“UHpoTeKC”

CSP
@ ViPNet
Terminal
ViPNet
Administrator
ViPNet CSS Connect
@ ViPNet Policy Manager

ViPNet Certification

Authority 5
@ KopnopatuBHbIn ueHTp «[MM»

‘ ViPNet TLS Gateway

@ ViPNet

IDS
ViPNet SafeBoot

ViPNet Coordinator
HW

@ ViPNet

TIAS

ViPNet PKI Client

ViPNet

xFirewall
W) NMoakntoueHne k FocCOMKA
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Haw onbIT pabotbl ¢ pewweHnamm AO “UHcpoTeKC”

[aHHble akTyanbHbl Ha aBryct 2023 roga

10+

OO6y4eHHbIX
MHXeHepoB

13 500+

JNnueHsnn ViPNet
Client

MpoaaHo 6onee 13,5 Thicay
nmueHsun MO ViPNet
Client

BblgeneHHbIn otaen
CUCTEMHOWN MHTErpaLun
Ansa peanusauumn
KOMMMEKCHBbIX PeLLEHNIN B
obnactu b

1 500+

MNMAK ViPNet Coordinator HW

30+

MpoayktoB AO “UHdoTekc”

YCTaHOBIIEHO 1 HAaCTPOEHO
6onee 1,5 Tbicay MAK
ViPNet Coordinator HW

Vimeem komMneTeHummn no
BHegpeHuto 6onee 4yem 30
npogykrtos AO
“UHcpoTeKC”

50+

Ceten VipNet

13+

JleT onbiTa paboTbl

MocTpoeHo 6onee 50
HoBbIx ceTer ViPNet no
BCEW CTpaHe

Bornee 13 net onbiTa
paboTbl C NpoayKTaMmm
AO “UHcoTeKC”

06



OTtpacnu npumeHeHus peweHnn AO “UHdboTeKC”

TpaHcnop PuHaHC 3apaBooxpaHeHu O6pa3oBaHu

H

MpousBoacTBO U OpraHbil Po3HnyHasa Toprosns
NPOMBILUNIEHHOCTb rocyaapcTBeHHOro
ynpaBreHus
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% OpraHunsauus NUoTHbLIX MPOEKTOB

1. Bbibop npoaykTa
2. OnpepeneHve NUITIOTHOU 30HbI
3. 3aka3 MO vnn pemo-
obopynoBaHUs
4. WNHTerpauus
5. AHanus ot4yeTa

6. boeBoe BHegpeHue

08



JIBC 3nactuuHoro LIOA

ViPNet ViPNet
Coordinator Coordinator
Ho4 1 KommyTaTop /;@ KommyTaTop > il KommyTtatop
/ﬁ@ & e
EtherChannel ViPNet ViPNet EtherChannel
Coordinator Coordinator

Helw g poBaHHbIA Tpaduk

3alwndpoBaHHbIA Tpadrk




3aluuTta KaHarnoB CBA3U — becnpoBoaHas cBA3b

Internet

Wi-Fi 3G/4G

||:| CNyTHUKOBBIA Wi-Fi

KaHan
3allMLLEHHbBIK KaHan
OTKpbITbIA KaHan
3alMLLEeHHbIA CerMeHT D
Wi-Fi
ViPNet poyTep
Coordinator
MonbsoBatenbcknii cermeHT JIBC CepBepHblii cermeHT JIBC
@ @ @ . . BecnpoBogHoii cermeHT JIBC
ViPNet Mail-cepsep Web-cepBep Cepsep

Administrator ViPNet Client 6a3 JaHHbIX

ViPNet Client




OOHapyxeHue KOMMNbITEPHbIX aTakK

ViPNet IDS NS

...................... Beb-mHTepderic

Qr\OBeUJ,eHhG

ViPNet IDS HS

Cepsep
ViPNet IDS HS ViPNet IDS HS

3amMHTepecoBaHHbIe Nuua

BHewHWe cnctembl

l.‘ 06;”.“”
) —
Q AreHTbl E
X

AreHTbl
ViPNet IDS HS




MoOounbHasa 6e3onacHoOCTb

Mo6unbHble ycTpoiicTBa
APYTMX COTPYAHUKOB

KopnopatueHas ceTb @ @

0 0

MouToBbIN Cepsep
cepeep IP-TenedoHun

_@ _@ Internet
=] \&=

[o_mj

e @ KopnopartnsHoe MmobunbHoe

YCTPOWUCTBO C YCTAHOB/IEHHbIMW
npoayktamu ViPNet

¥ 3

My6anuHoe obnako



lNogknroveHue K FocCOIMKA 4yepes kKopnopaTMBHbIN LIEHTP

“I‘IM”

NUcTounnkm yrpo3
ATaKOBaHHbIE CUCTEMbI
CBenieHMA 06 MHOPACTPYKTYpE
KomnblTepHbIE MHUWABHTBI
YA3BUMOCTH

CocToAHMe 33LLMLLEHHOCTH
MNHAMKATOPLI KOMNPOMETALNN

roCCoOnkKkA

[NaBHbIN LEHTP

[ LlenTp locCOTKA ) v

[010BHOW LEHTP
[ocCOTKA

ronOBHBT‘& LLeHTp
[ocCOMKA

BeoMCTBeHHbIe KopnopaTusHble
UEHTPDI LEeHTPbI
MOAYMHEHHbIN LI,EHTp) MOAYMHEHHBIN LI,EHTD) (HO,[I,‘-IMHéHHbIFI LI,EHTD) (I'Io,quHéHHblﬁ LLeHTp
CermeHT l0cCOMKA

CTpyKTypa B3aumoaeucTBuA




lNogknroveHue K FocCOIMKA 4yepes kKopnopaTMBHbIN LIEHTP

“I‘IM”

WNHAWKATOPbI KOMNPOMETALNN
Wudopmaumsa 06 yrposax
06pa3upl BMO

[ rOCCONKA ]

[naBHbIN LeHTp
I

A

v ! LieHTp MoHuTOpMHra M

AHANUTNYECKNII CETMEHT 33Ka34MKa 7{ Log Colle(tor
Cg-:o ViPNet TIAS Cepaep MHBEHTapmaaL:M\ . Anomaly Hunter

™ Y ™
} I I
e \/iPNet IDS APM CeTeBOil TPIDHK
T ViPNet IDS HS Cepeepsl
MexceTeBble 3KpaHbl
CermeHT cbopa AaHHbIX Jip. Tenexom o6opyfoBaHue

B3aumonencreme KOMNOHEHTOB




lNogknroveHue K FocCOIMKA 4yepes kKopnopaTMBHbIN LIEHTP

“I'IM”

ViPNet IDS NS
MporpammHo-annapatHbin kKomnsieke (MAK) ViPNet IDS — cuctema obHapyXeHusi KOMMbIOTEPHbIX aTak (BTOPXEHMI) B KOprnopaTuBHblIE WH(OPMALMOHHbIE
CUCTEMbI.

ViPNet IDS HS
ViPNet IDS HS — cuctema obHapyXeHUs BTOPXXEHU YPOBHS XOCTa.

ViPNet TIAS
B aBTOMatnM4eckoM pexume aHanuMsupyeT NMOTOK BXOASALWMX COObITUI OT CEHCOPOB, HAXOAUT B3AaNMMOCBSI3N U BbISIBIISET 3HAYNMbIE YrpO3bl, KOTOPbLIE ABMAKTCA
MHUMOEHTaMW.

A Callasta
—_ AT AL A=A LA

«rlepCI'IeKTVIBHbIVI MOHUTOPUHI» YCTaHaBIIMBAE€T M HaACTpauMBae€T CUCTEMY JOr-meHemKMeHTa, KOTopadA HopMarm3yetr U arpermpyetr Jnorm OT pa3HOPOOHbIX
MCTOYHUKOB.

CUcTemMa aHanusa yrpos n ynpasneHna yasBuMoCTAMY
KoHTponupyeT nosiBneHne uHgopmaumm o6 ya3BMMOCTAX B onepauuoHHbix cuctemax (Windows, Linux), npuknagHom nporpammHoM obecnedyeHun, O
obopynoBaHusa n C31.

( I - MDaARNE ‘ DaCCNenoRs - 1 [- 10)2)
"4 4 o A 17 ¢ JJ PTAVAY / 1/ 29 7 g ANV\Y 41 4 I L=

B Cuctemy ynpaBneHust UHUMAEHTaMU NepeaaroTcst KapTouKM MHLMOEHTOB A1 COBMECTHOro pa3bopa 1 pearmpoBaHusi.

r

CobcTtBeHHas 6a3a npaBun aHanuasa ceTeBoro Tpaduka.

r

CobcTtBeHHas 6a3a npaBun NOBeAEHYECKOro aHanmsa ysna.

OTBeTCTBEHHOCTb 15




LLEHTP 5
UH®OPMALIMOHHOM
BE3OMACHOCTU

MuwuTe

Ecnm y Bac BO3HMKNM Kakme-n11bo BONpPOCs - Mbl BCeraa byaeM padbl 0TBETUTE Ha HMX. info@secret-net.ru

C npoeKtamMu Bbl Bcerga MoeTe 03HaKOMUTBEA Ha HALLEeM canTe.
4
Usyuante

www.secret-net.ru

«3a bezonacHoCTb
HeobxoauMo NaaTuUTh, a 3a ee 3BoHuTE
OTCYTCTBUE pacniauyvBaTbCA» +7 (3852) 200-460
YuHcToH Yepunnne
Mpuxoaute

AnTtanckun Kpamn, bapHayn,
yn. Cesepo-3anagHan, 159

ROMTEXRTH,
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